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1.1 Linux

Linux Linus Torvalds 1990 UNIX Minix
1386 UNIX 0S Linux Linus comp.os.minix
Linux

Do you pine for the nice days of Minix-1.1, when men were men and wrote their own device drivers? Are
you without a nice project and just dying to cut your teeth on a OS you can try to modify for your needs?
Are you finding it frustrating when everything works on Minix? No more all-nighters to get a nifty
program working? Then this post might be just for you.

As | mentioned a month ago, I'm working on a free version of a Minix-lookalike for AT-386 computers. It
has finally reached the stage where it's even usable (though may not be depending on what you want), and
I am willing to put out the sources for wider distribution. It is just version 0.02...but I've successfully run
bash, gcc, gnu-make, gnu-sed, compress, etc. under it.

1991 10 5 Linus version 0.02

2.2

Linux (0S ) ( GNU )
) UNIX 0S

Slackware
Plamo Linux

Debian GNU/Linux

Red Hat Linux
Turbolinux
LASER5 Linux
Vine Linux
Miracle Linux
SUSE
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Fedora Core

2.1

Fedora Core 3 CD

2.1.1 Welcome to Fedora Core
enter GUI

2.1.2 Language Selection

"Japanese" "Next"
2.1.3
"Japanese "
2.1.4
"Generic: 2 Button Mouse (PS/2)"
2.1.5
2.1.6
"Disk Druid
2.1.7
swap 500MB
/boot 100MB
/ 300MB
Jusr 5000MB
Ivar 4000MB
tmp 500MB
/home
2.1.8
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2.1.9
DHCP IP 1P
IP : 192.168.0. O
255.255.255.0
yebisu.beer.jp
192.168.0.1

1 DNS: 192.168.0. O
2.1.10
" " SELinuX " " " "
2.1.11

"English (USA)" "Japanese"

"English (USA)" '
2.1.12
" /
2.1.13
root UNIX OS
2.1.14
" "Web " "Windows
2.1.15
"o /tmp/install.log
2.1.16

20050120
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2.2

2.2.1
# groupadd  hotei
# useradd -g hotei user_name
# passwd user_name
2

su root( )
# exit
2.2.2 root

su root
$ /bin/su -
# - II$II II#II
2.2.3 /etc/resolv.conf
/etc/resolv.conf
DNS DNS 3

# vi letc/resolv.conf

root

root
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#nameserver 192.168.0. a
nameserver  XXX.XXX.XXX.XXX
nameserver  XXX.XXX.XXX.XXX

host DNS
# host www.sample.com

2.2.4 i
Vi
#vi ~/.exrc

set showmode
set showmatch
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2.3

2.3.1 yum

yum

2.3.2 GPG
yum GPG

# rpm --import /usr/share/rhn/RPM-GPG-KEY-fedora

2.3.3

# yum check-update

# yum update

2.3.4

# yum info package name

# yum install package name

2.3.5 root

BSD 0S Linux

root root
wheel

# usermod -G wheel user

wheel

# vi letc/pam.d/su

The Power of LINUX a
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/bin/su

root

# Uncomment the following line to require a user to be in the "wheel"
group.
#auth required /lib/security/$ISA/pam_wheel.so use_uid

~#

2.3.6 root SSH

root

# vi letc/ssh/sshd_config

sshd

#PermitRootLogin yes
PermitRootLogin no ~# yes no

# service sshd restart

20050120



The Power of LINUX a

el
2.3.7
nmap
nmap
# nmap localhost
2.3.8
Run Level 3
# chkconfig portmap off ~NFS(Network File System)
# chkconfig nfslock off ~NFS(Network File System)
# chkconfig atd off ~atd
# chkconfig cups off ~— CUPS
# chkconfig gpm off —gpm
# chkconfig pcmcia off — PCMCIA
2.3.9 Windows SSH
Windows SSH PUTTY "putty.exe"

http://www.chiark.greenend.org.uk/~sgtatham/putty/

2.3.10 Macintosh SSH
Macintosh SSH MacSSH

http://www.macssh.com/

20050120 7


http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.macssh.com/

The Power of LINUX a

: . A

3.1 I SDN
I1SDN B 1 64kbps
IP
3.2 ADSL:
Mbps
3.3 CATV
CATV Mbps
PC
3.5 FTTH:
NTT 90

1 ADSL [Asymmetric Digital Subscriber Line]
2 FTTH [Fiber To The Home]
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A

H B B E R E R BN 4:5

4

)

Windows Macintosh(Mac 0S 9 ) UNIX
GUI cul
/( ) / root

/boot, /etc, /usr, /var, /home, /tmp, /mnt
dmesg, ifconfig

shell echo $SHELL sh, csh, tcsh, bash, ksh, zsh
PATH echo $PATH /bin, /usr/bin, /usr/local/bin root

2

4.2.1

$
$
$

Is
Is -l
Is -a
Is -la

pwd

cd

$
$
$
$

cd /etc /etc
cd ..
cd ~
cd -

less

$

less apple.txt
apple.txt q
J k
ctrl-f 1 ctrl-b 1
/apple (enter): apple
?apple (enter): apple

20050120
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cp
$ cp banana.txt melon.txt

banana.txt melon.txt
$ cp banana.txt /tmp/melon.txt

The Power of LINUX a

el

banana.txt melon.txt /tmp
$ cp /tmp/banana.txt ./
/tmp banana.txt
$ cp banana.txt ../melon.txt
banana.txt melon.txt
$ cp -R mango /tmp/mango
mango /tmp
mv
$ mv banana.txt /tmp/
banana.txt /tmp
$ mv mango /tmp/
mango /tmp
$ mv banana.txt melon.txt
banana.txt melon.txt
mkdir
$ mkdir mango
mango
$ mkdir /tmp/mango
/tmp mango
rm
$ rm banana.txt
banana.txt
$ rm -i banana.txt
banana.txt
$ rm -r mango mango
chown
$ chown apple banana.txt
banana.txt apple
$ chown apple *
apple
$ chown apple mango
mango apple
$ chown -R apple mango
mango apple
$ chown apple:grape banana.txt
banana.txt apple grape
chgrp
$ chgrp grape banana.txt
banana.txt grape
$ chgrp grape *
grape
$ chgrp grape mango
mango grape

20050120
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chmod

) 4 w) 2 ) 1

$ chmod 444 apple.txt
-r--r--r-- apple.txt
$ chmod 440 apple.txt
-r--r---—-—- apple.txt

$ chmod 400 apple.txt

R —— apple.txt
$ chmod 644 apple.txt

-rw-r--r-- apple.txt

$ chmod 755 orange.pl
—rWXF=-Xr-X orange.pl

history
$ history 10
10 !

find
$ find /tmp/mango/ -name apple.txt -print

/tmp/mango apple._txt
$ find /tmp/mango/ -name "*.txt" -print

/tmp/mango .txt

whereis

# whereis perl

perl: /usr/bin/perl lusr/share/man/manl/perl.1.9z
perl /usr/bin

date
$ date
# date 12231210
12 23 12 10 (root )

cal
$ cal 1998 1998
$ cal 8 2001 2001 8

ps

$ ps ax

$ psax| grep sshd
sshd

kill
$ kill 239 1D239
$ kill -HUP 3988

103988
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top

man
$ manless less

head, tall
$ head apple.txt

apple.txt 10
$ tail -n5 apple.txt

apple.txt 5
wget

$ waget ftp://ftp.redhat.com/7/i386/glibc-2.2.4-24.i386.rpm

updates.redhat.com

su
$ /bin/  su -
root su

su
/bin/su

mount CD-ROM

# mount /media/cdrom
CD-ROM

# mount -t is09660 /dev/cdrom /media/cdrom
/etc/fstab cdrom

eject CD-ROM (root )
# eject cdrom
CD-ROM
# eject -t
CD-ROM
gzip/gunzip /

$ gunzip yebisu.tar.gz
yebisu.tar.gz

tar

$ tar xvf yebisu.tar
yebisu.tar

$ tar xvfz yebisu.tar.gz
yebisu.tar.gz

ping
$ ping 192.168.0.1
IP
(127.0.0.1)
reboot (root )

20050120
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super user, substitute user

ping
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ftp://ftp.redhat.com/7/i386/glibc-2.2.4-24.i386.rpm

shutdown (root
# shutdown -h now

# shutdown -h +5
5
# shutdown -r +7
7

crontab cron
$ crontab - cron
$ crontab -e cron

4.2.2 ftp
ftp.redhat.com
$ ftp ftp.redhat.com

Connected to ftp.redhat.com.
Name (ftp.redhat.com:user):

The Power of LINUX a
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anonymous "ftp” "anonymous”

anonymous

Guest login ok, send your complete e-mail address as password.

Password:

"we lcome”

ftp > bin
200 Type set to .

ftp >asc
200 Type set to A.

nISu

ftp > get apache-1.3.22.tar.gz

ftp "quit’

20050120

"Login failed.” "lIs
lICdIl

"ascii” "binary”
"ascii(asc)” "binary(bin)”

get” apache-1.3.22.tar.gz

"bye" "ftp >" ftp
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4.2.3 crontab
(0-59) (0-23) (1-31) (1-12) (0-7, 0 )

)5 0 * * * [home/script/sample.sh
0 5 /home/script sample.sh

)*/5 * *** [home/script/sample.sh
5 /home/script sample.sh

4.2.4 UNIX
M Project <http://www.linux.or.jp/IM/>

4.3

4.3.1 rpm 3
rpm "'su™

# rpm -ivh netscape.6.1.i386.rpm

# rpm -Fvh netscape.6.1.i386.rpm

# rpm -g xntp3
xntp3-5.93-9

#rpm -ga
# rpm -ga | grep apple

grep

# rpm -qi xntp3-5.93-9

Name : Xntp3 Relocations: (not relocateable)
Version :5.93 Vendor: (none)
Release :9 Build Date: Mon Sep 25 04:24:30 2000

# rpm -e internet.explorer.5.5

3 RPM [Red Hat Package Manager]
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4.4 Vi

$ vi apple.txt apple.txt Vi

B €esC
|
h
k
j
3l 3
5h 5

o

1G
23G 23

ctrl-f
ctrl-b

[
a
A

X
4x 4
dd

4dd 4

/apple (enter)

apple
?apple (enter)

apple

:%s/apple/orange/g
apple orange
:%s/apple/orange/c
apple orange y
n

q
:q!
W
w(q
zz

'setnu
:set nonu
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4.5

4.5.1

# setterm -blank O

"-store"
# setterm -store

4.5.2
JP106 US101

/etc/sysconfig/keyboard KEYTABLE
# vi letc/sysconfig/keyboard

KEYTABLE="jp106"
KEYTABLE="us" «

# letc/rc.d/init.d/keytable restart

20050120 16



The Power of LINUX a

el

5 DNS

5 - 1 B I ND 4<http://www.isc.org/products/BIND/>

5.1.1 BIND
>> BIND

/usr/local/src BIND
# cd /usr/local/src/
# tar xvfz /tmp/ bind-9.2.4.tar.gz

#cd bind-9.24 |/
# ./configure

# make

# make install

5.1.2 named.conf
named

# groupadd named
# useradd -g named -s /shin/nologin -d /dev/null named

named.conf /etc /etc/namedb /etc/namedb
named named.conf
localhost.zone(localhost ) localhost.rev(localhost ) beer.zone(beer.jp )
beer.rev(beer.jp ) /etc/namedb

# mkdir /etc/namedb
# chown named:named /etc/namedb

4 BIND [Berkeley Internet Name Domain]
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# vi letc/named.conf

options {
directory "/etc/namedb";
pid-fi  le "/etc/namedb/named.pid "
allow-transfer { none; };
recursion yes;

h
zone "." {

type hint;

file "named.root";
h

zone "localhost" {
type master;
file "localhost.zone";
h
zone "0.0.127.IN-ADDR.ARPA" {
type master;
file "localhost.rev";
h
zone "beer.jp" {
type master;
file "beer.zone";
h
zone "0.168.192.IN-ADDR.ARPA" {
type master;
file "beer.rev";

# lusr/local/sbin/named-checkconf

5.1.3 localhost.zone
# vi letc/namedb/localhost.zone

:localhost.zone
$TTL 604800 ;Minimum 7 days

@ IN SOA ns.beer.jp. root.beer.jp. (
20050120 ;Serial
28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour

IN NS ns.beer.jp.

localhost. IN A 127.0.0.1

# lusr/local/sbin/named-checkzone localhost /etc/namedb/localhost.zone
zone localhost/IN: loaded serial 20050120
OK
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5.1.4 localhost.rev

# vi letc/namedb/localhost.rev
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@ IN

:localhost.rev
$TTL 604800 ;Minimum 7 days
SOA

NS

PTR

ns.beer.jp. root.beer.jp. (

20050120 ;Serial

28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour
ns.beer.jp.

localhost.

5.1.5 beer.zone
# vi letc/namedb/beer.zone

:b eer.zone

$TTL 604800 ;Minimum 7 days

@

ns

ftp
WWW
mail
tempest

IN

IN
IN
IN
IN
IN

SOA

NS

MX 10

CNAME

CNAME
CNAME

ns.beer.jp. root.beer.jp. (
20050120 ;Serial

28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour

ns.beer.jp.
ns

192.168.0. O
ns

ns

ns
192.168.0.31

5.1.6 beer.rev
# vi letc/namedb/beer.rev

$TTL 604 800 ;Minimum 7 days

:beer.rev
@ IN
IN
IN
IN
O IN
31 IN

SOA

NS

PTR

PTR
PTR

ns.beer.jp. root.beer.jp. (

20050120 ;Serial

28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) :Minimum 1 hour
ns.beer.jp.

beer.jp.

255.255.255.0

ns.beer.jp.
tempest.beer.jp.

20050120
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5.1.7 named.root

named. root /etc/namedb
ftp://rs.internic.net/domain/named.root

5.1.8 rndc.key

rndc /etc/rndc.key
named

# lusr/local/sbin/rndc-confgen -a -k key

# chown named /etc/rndc.key
# chmod 400 /etc/rndc.key

5.1.9 rndc.conf

rndc.conf
# cp /usr/local/src/bind-9.2.4/bin/rndc/rndc.conf /etc/

rndc.key 4 /etc/rndc.conf 4
# cat /etc/rndc.key

key "ckey" {
algorithm hmac-md5;
secret "YAVQ29sfweioUVhokWyI3Q==";

# vi letc/rndc.conf
# chmod 400 /etc/rndc.conf

5.1.10 named.conf
rndc 4
# vi letc/named.conf

include “/etc/rndc.key”;
controls {
inet 127.0.0.1 allow { localhost; } keys { key; };

k

5.1.11

named

# lusr/local/sbin/named -u named -g

5.1.12
/etc/rc.d/rc3.d S45bind named

# cd /etc/rc.d/rc3.d/
# vi S45bind

#!/bin/sh
/bin/echo -n 'bind starting.'
/usr/local/sbin/named -u named &

# chmod +x S45bind
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5.1.13
# letc/rc.d/rc3.d/S45bind

5.1.14 /etc/resolv.conf
/etc/resolv.conf 1P #
# vi letc/resolv.conf
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#nameserver 192.168.0. O <
nameserver 192.168.0. O <

5.1.15

host

localhost (localhost.zone)

# host localhost. -

localhost has address 127.0.0.1 -

localhost (localhost.rev)

# host 127.0.0.1 -

1.0.0.127.IN-ADDR.ARPA domain name pointer localhost

beer.jp (beer.zone)
# host www.beer.jp . e
www.beer.jp has address 192.168.0. O

beer.jp (beer.rev)
# host 192.168.0. o -
0 .0.168.192.IN-ADDR.ARPA domain name pointer ns.beer.jp

mx (beer.zone)
# host -t mx beer.jp -
beer.jp mail is handled by 10 ns.beer.jp. -

(named. conf)
# host -I beer.jp -
Host beer.jp not found: 5(REFUSED) -
; Transfer failed.

www. redhat.com host

5.1.16
# lusr/local/sbin/rndc reload

5.1.17 BIND
# lusr/local/sbin/rndc status

20050120
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5.1.18

$TTL

SOA

NS

CNAME
PTR

MX

Serial

Refresh

Retry

Expire

Min

20050120

Time To Live

( )

SOA(Start Of Authority)

NS(Name Server)
A(Address) IP

CNAME(Canonical Name)
PTR(Domain Name Pointer) IP

MX(Mail Exchanger)

Refresh
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Web Server

6 - 1 ApaChe <http://www.apache.org/>

6.1.1 Apache
/usr/local/src

# cd /usr/local/src/
# tar xvfz tmp/ httpd-2.0.53.tar.gz

# cd httpd-2.0.53/
# ./configure

# make

# make install

6.1.2
# cd /usr/local/apache?2/conf/

httpd.conf

# vi httpd.conf

#ServerName www.example.com:80
ServerName www.beer.jp:80 -

User nobody -
Group #-1 -

User apache -
Group apache -

The Power of LINUX a

el

apache

6.1.3

httpd.conf

# lusr/local/apache2/bin/apachectl configtest
Syntax OK - oK

6.1.4
# lusr/local/apache2/bin/apachectl start
IP

6.1.5 HTML
/usr/local/apache2/htdocs html
DocumentRoot

20050120

http://ip address/manual

httpd.conf
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6.1.6 CGI
CGl (/usr/local/apache2/cgi-bin/)
el cGl
# cd /usr/local/apache?2/cgi-bin/
# chmod +x test-cqi
test-cgi
http://  IP address /cgi-bin/test-cgi

>> cgi-bin printenv test-cgi
6.1.7
/etc/rc.d/rc3.d apachectl

# cp /usr/local/apache?2/bin/apachectl /etc/rc.d/rc3.d/S85apache

6.1.8
httpd.conf
# lusr/local/apache2/bin/apachectl restart

6.1.9

# lusr/local/apache2/bin/apachectl stop

6.1.10 man
.bashrc apache man
# vi ~/.bashrc
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cgi

export MANPATH=3$MANPATH:/usr/local/apache2/man

# . ~/.bashrc

6.1.11
"public_html"
755
$ mkdir ~/public_html
$ chmod 711 ~/public_html
$ chmod 755 /home/  user

http://  IP address /~ user /

6.1.12 MD5

MD5
# md5sum httpd-2.0.50.tar.gz
466¢63bb71b710d20a5¢353df8clal9c httpd-2.0.50.tar.gz

6.1.13
Japanized Apache <http://www.apache.or.jp/>

20050120
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7 FTP Server

7.1 ProFTPD s <nttp:mww.proftpd.org/>

7.1.1

# cd /usr/local/src/
# tar xvfz /tmp/proftpd-1.2.10.tar.gz
# cd proftpd-1.2.10/

# ./configure
# make
# make install

proftpd
# groupadd proftpd
# useradd -g proftpd -s /sbin/nologin -d /dev/null

7.1.2

anonymous
# cd /usr/localletc/

# cp proftpd.conf proftpd.conf.default
# vi proftpd.conf

proftpd

The Power of LINUX a

el

ServerName "YEBISU FTP SERVER"

# Set the user and group that the server normally runs at.
User proftpd -
Group proftpd -

# Bar use of SITE CHMOD by default
<Limit SITE_CHMOD>

Allow from 127.0.0.1, 192.168.0. -

# DenyAll -

</Limit>

<Anonymous ~ftp> -

</Anonymous> #
7.1.3

proftpd.conf

# lusr/local/sbin/proftpd -t

Checking syntax of configuration file

Syntax check complete. - OK

5 FTP [File Transfer Protocol]

20050120
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7.1.4
/etc/rc.d/rc3.d

# cd /etc/rc.d/rc3.d/
# vi S86proftpd

#!/bin/sh
/binfecho -n 'proftpd starting.'
lusr/local/sbin/proftpd &

# chmod +x S86proftpd

7.1.5
# letc/rc.d/rc3.d/S86proftpd

7.1.6
# ftp 127.0.0.1
ftp Windows FTP

FFFTP LIST

7.1.7 chroot

# vi lusr/local/etc/proftpd.conf

#DefaultRoot ~ —#

proftpd

7.1.8 FTP
/etc/ftpusers FTP
FTP

# awk -F: { print $1 }' /etc/passwd | sort > /etc/ftpusers

7.1.9 Windows FTP
FFFTP
http://www.vector.co.jp/soft/win95/net/se061839.html
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8.

8.1 qmai | <http://cr.yp.t o/gmail.html>

8.1.1 qgmail
gmail
# mkdir /var/gmail

# groupadd nofiles

# useradd -g nofiles -d /var/gmail/alias -s /sbin/nologin alias
# useradd -g nofiles -d /var/gmail -s /shin/nologin gmaild

# useradd -g nofiles -d /var/gmail -s /sbin/nologin gmaill

# useradd -g nofiles -d /var/gmail -s /sbin/nologin gmailp

# groupadd gmail

# useradd -g gmail -d /var/gmail -s /shin/nologin gmailq

# useradd -g gmail -d /var/gmail -s /sbin/nologin gmailr

# useradd -g gmail -d /var/gmail -s /shin/nologin gmails

gmail Fedora Core 3
http://www.baslug.org/vega/gmail/file/vega.patch

# cd /usr/local/src/
# tar xvfz /tmp/gmail-1.03.tar.gz

# cd gmail-1.03/

# patch < /tmp/vega.patch

# make setup check

# ./config-fast yebisu. beer.jp
>> "yebisu.beer.jp"

8.1.2

gmail alias

# touch ~alias/.qgmail-postmaster

# touch ~alias/.gmail-mailer-daemon
# touch ~alias/.gmail-root

# chmod 644 ~alias/.gmail-*

# cp /var/gmail/boot/home /var/gmail/rc

# vi /var/gmail/rc
exec env - PATH="/var/qmail/bin:$PATH" \
gmail-start ./Mailbox splogger gmail
gmail-start ./Maildir/ splogger gmail
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8.1.3 root
root postmaster
mai ler-daemon
# vi ~alias/.gmail-root

banana <

8.1.4
$ /var/gmail/bin/maildirmake ~/Maildir

root
#suU -
exit root

8.1.5 skel
skel Maildir Maildir

# Ivar/gmail/bin/maildirmake /etc/skel/Maildir

8.1.6 sendmail

sendmail
rpm -e sendmail mdadm redhat-Isb

8.1.7

/etc/rc.d/rc3.d S80qgmail
#vi  /etc/rc.d/rc3.d/S80gmail
#!/bin/csh

/bin/echo -n 'gmail starting."'
/bin/  csh -cf 'lvar/gmail/rc &

# chmod +x  /etc/rc.d/rc3.d/S80gmail

8.1.8
# letc/rc.d/rc3.d/S80gmail

ps
# ps ax | grep gmail
2233 p0 S  0:00.02 gmail-send
2234 p0 S  0:00.00 splogger gmail
2235 p0 S  0:00.00 gmail-lspawn ./Maildir/
2236 p0 S  0:00.00 gmail-rspawn
2237 p0 S  0:00.00 gmail-clean
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8.1.9 sendmail

gmail sendmail "sendmail wrapper"
mail gmail

# In -s /var/gmail/bin/sendmail /usr/sbin/sendmail

mail

# mail  user
Subject: test -
test mail -

"enter” "Cc" "enter”

/home/user /Maildir/new root

8.1.10 man
~/ _bashrc gmail man

export MANPATH=$MANPATH:/var/gmail/man

8.1.11 Localtime Patch
make setup check gmail

+9 JST( )
ftp://ftp.nic.net.au/pub/unix/mail/gmail/gmail-date-localtime.patch
# patch < /tmp/gmail-date-localtime.patch

8.1.12
gmail japan <http://www.jp.gmail.org/>
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8.2 SMTP s

8.2.1 tcpserver

gmail-smtpd tcpserver
http://cr.yp.to/ucspi-tcp.html

#cd /usr/local/src/

# tar xvfz /tmp/ucspi-tcp-0.88.tar.gz
# cd ucspi-tcp-0.88/

# patch < /tmp/vega.patch

# make

# make setup check

# mkdir /etc/tcpserver

8.2.2 smtp

smtpd_rules

# cd /etc/tcpserver/
# vi smtpd_rules
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"192.168.0."

127.0.0.1:allow,RELAYCLIENT=""
192.168.0.:allow,RELAYCLIENT=""
:allow

192.168.0.5
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5:allow,RELAYCLIENT=""
:allow

192.168.0.5 192.168.0.8
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5:allow,RELAYCLIENT=""
192.168.0.8:allow,RELAYCLIENT=""
:allow

192.168.0.5 192.168.0.10
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5-10:allow,RELAYCLIENT=""
:allow

192.168.0.
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.:allow,RELAYCLIENT=""
:allow

6 SMTP [Simple Mail Transfer Protocol]
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8.2.3 CDB

tcpserver
# lusr/local/bin/tcprules smtpd_rules.cdb smtpd_rules.tmp < smtpd_rules

8.2.4

gmaild UID nofiles GID
# cat /etc/passwd ~UID
# cat /etc/group ~GID

/etc/rc.d/rc3.d S8lgmail-smtpd
uib GID
# vi letc/rc.d/rc3.d/S81gmail-smtpd

#!/bin/sh

/bin/echo -n 'gmail-smtpd starting.'

lusr/local/bin/tcpserver -x -
letcltcpserver/smtpd_rules.cdb -v -u UID -g GID 0 smtp
Ivar/gmail/bin/gmail-smtpd 2>&1 |

Ivar/gmail/bin/splogger smtpd 3 & -

# chmod +x  /etc/rc.d/rc3.d/ S81gmail-smtpd

8.2.5
# letc/rc.d/rc3.d/S81gmail-smtpd
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8.3 POP -

8.3.1 checkpassword
checkpassword
http://cr.yp.to/checkpwd.html

# cd /usr/local/src/
# tar xvfz tmp/checkpassword-0.90.tar.gz

# cd checkpassword-0.90/
# patch < /tmp/vega.patch
# make

# make setup check

8.3.2 checkpassword
tcpserver gmai I-popup 192.168.0. POP

# cd /etc/tcpserver/
# vi pop3d_rules

127.0.0.1:allow
192.168.0.:allow
.deny
8.3.3 CDB
tcpserver

# lusr/local/bin/tcprules pop3d_rules.cdb pop3d_rules.tmp < pop3d_rules

8.3.4

/etc/rc.d/rc3.d S82gmail-pop3d
"yebisu.beer.jp"

# vi letc/rc.d/rc3.d/S82gmail-pop3d

#!/bin/sh

/binfecho -n ‘gmail-pop3d starting.'

lusr/local/bin/tcpserver -x -
letc/tcpserver/pop3d_rules.cdb 0 pop3 /var/gmail/bin/gmail-popup
yebisu.beer.jp /bin/checkpassword /var/gmail/bin/gmail-pop3d

Maildir 2>&1 | /var/gmail/bin/splogger pop3d 3 & -

# chmod +x  /etc/rc.d/rc3.d/S82gmail-pop3d

7 POP [Post Office Protocol]
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8.3.5
# letc/rc.d/rc3.d/S82gmail-pop3d
# ps ax | grep tcpserver
tcpserver (smtp, pop)
8.3.6
Windows SMTP  POP
POP SMTP gmail
/var/log/maillog
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8.4 APOP s

8.4.1 checkpw
checkpw
http://checkpw.sourceforge.net/checkpw/

# cd /usr/local/src/

# tar xvfz /tmp/checkpw-1.01.tar.gz
# cd checkpw-1.01/

# make

# make setup check

/bin checkpw checkapoppw

8.4.2 APOP

~/Maildir/_password

$ vi ~/Maildir/.password

password

$ chmod 600 ~/Maildir/.password

8.4.3

/etc/rc.d/rc3.d S83qgmail-apop
"yebisu.beer.jp"

# vi letc/rc.d/rc3.d/S83gmail-apop

#!/bin/sh

/bin/echo -n 'gmail-apop starting.'

/usr/local/bin/tcpserver -x -
/etc/tcpserver/pop3d_rules.cdb 0 pop3 /var/gmail/bin/gmail-popup
yebisu.beer.jp /bin/checkapoppw /var/gmail/bin/gmail-pop3d

Maildir 2>&1 | /var/gmail/bin/splogger apop 3 & -

# chmod +x /etc/rc.d/rc3.d/S83gmail-apop

8.4.4
pop3d
# /etc/rc.d/rc3.d/S83gmail-apop

8.4.5
Windows APOP SMTP  POP
APOP POP
SMTP gmail /var/log/maillog

8 APOP [Authenticated POP]
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8.4.6 POP APOP
pop  apop

#mv 88xq_mail—xxx _ S8xgmail-xxx

8.4.7 Windows
Becky! Internet Mail
http://www.vector.co.jp/soft/win95/net/se168810.html
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26 4
2 ATTN: Immediate attention required (Citi.com) 1
ATTN: Confidentialy For Citibank Customers!
http://xxx.xxx.34.242/confirm/
XXX

ITPro 2004.08.27
<http://itpro.nikkeibp.co.jp/>
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9.2

9.2.1

9.2.2

9.2.3
60-80%

9.2.4 ?

Linux FreeBSD ( )

9.2.5

9.2.6 ?
9.2.7

9.2.8
DoS (Denial of Service) DDoS (Distributed Denial of Service)

9.2.9
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9.2.10

9.2.11

9.2.12

9.3

9.3.1

9.3.2

9.3.3 ?

(root, user)

PC
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9.3.4 ”?

9.3.5

9.3.6

>>

apple 1, orange, KimuraTakuya
0228, 19620422

abc, xyz, fun
Computer, NASA, Dream
Toro, Momo
0312345678
>>
8
IBM33Compaq (IBM Compaq )
Abnskna- (" ", "Arekara
Bokutachiwa Nanikawo Shinjite Koretaka NA-')
9.3.7
9.3.8
9.3.9
9.3.10
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9.4

9.4.1
9.4.2

9.4.3 PGP o
UNIX, Windows, Mac

9.4.4 PGP

9.5

9.5.1

9.5.2

9.5.3
9.5.4

9.5.5

9 PGP [Pretty Good Privacy] http://www.pgpi.org/
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9.5.6

9.5.7
9.5.8

9.5.9

>>
0S 0S

>>

>>

9.5.10
(MO, DAT, CD-R/RW )

9.5.11
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9.6

9.6.1
CERT/CC
http://lwww.cert.org/
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CERT/CC (Computer Emergency Response Team, Coordination Center) 1988 12 DARPA
(the Defense Advanced Research Projects Agency, part of the U.S. Department of Defense)

10%
JPCERT/CC
http://www.jpcert.or.jp/

@police
http://www.cyberpolice.go.jp/

CERT Advisory ( )
http://www.lac.co.jp/security/information/CERT/

IPA
http://www.ipa.go.jp/security/

ATTRITION Web Page Hack Mirror
http://www.attrition.org/mirror/

http://www.mainichi.co.jp/digital/netfile/

http://www.microsoft.com/japan/technet/security/current.asp

FreeBSD Security Information
http://www.freebsd.org/ja/security/

Linux
http://www.linux.or.jp/security/

Sun Microsystems Sunsolve
http://sunsolve.sun.com/
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9.6.2
UNIX &
Simson Garfinkel, Gene Spafford
1998 12 ISBN4-900900-38-9
Practical UNIX & Internet Security

PGP
Simson Garfinkel
1996 4 ISBN4-900900-02-8
PGP: Pretty Good Privacy

D. Brent Chapman, Elizabeth D. Zwicky
1996 7 ISBN4-900900-03-6
Building Internet Firewalls

DNS & BIND 4

Paul Albitz Cricket Liu

2002 2 | SBN4-873110-74-2
DNS and BIND, 4th Edition
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10

10.1 URL
Fedora Project
http://fedora.redhat.com/

Fedora JP Project
http://fedora.jp/

The Fedora Legacy Project
http://www.fedoralegacy.org/

Red Hat Linux
http://www.redhat.com/

Red Hat Magazine
http://www.redhat.com/magazine/
http://www.jp.redhat.com/

Linux
http://www.linux.or.jp/

10.2
ISBN4-7973-0552-5
gmail
ISBN4-7741-1588-6
UNIX
ISBN4-7741-0508-2
10.3
Linux BP 8
Linux magazie 8
Linux WORLD IDG 24
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