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FreeBSD

1.1 FreeBSD

386BSD AT&T UNIX BSD 1 UNIX O0S intel x86 (32
) DEC alpha (64 ) BSD
NetBSD 2 OpenBSD 3

1.1.1 FreeBSD
http://www.ua.freebsd.org/ja/handbook/handbook.htmI#HISTORY

1.1.2 FreeBSD Version
CURRENT, STABLE, RELEASE RELEASE 5.3 4.10

1 BSD [Berkeley System Distribution]

2 -
NetBSD <http://wiw. r]EtbSd'0rg/>Copyright 2004 TEMPEST, All Rights Reserved.
3 OpenBSD <http://www.openbsd.org/> www.tempest.jp
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FreeBSD 4.10-

2.1

2.1.1

2.1.2

2.1.3

2.1.4

2.1.5

2.1.6

2.1.7

2.1.8

2.1.9

2.1.10

2.1.11

20041201

BIOS CD-ROM CD-ROM
"Kernel Configuration Menu" 3 "Start kernel configuration in
full-screen visual mode"

"visual mode" I1SA
PCMCIA PCI AGP
Storage "ATA/ATAPI compatible disk controller”, "Floppy disk controller”
BackSpace Network Communications Input
Multimedia Miscel laneous "PC-card controller” q
y visual mode

"/stand/sysinstall Main Menu"

"Keymap"
Japanese 106 ( )
""Standard" "Message" 0K
FDISK
FreeBSD "AT "Q"
"BootManager™ "Standard"
0K "FreeBSD

Disklabel Editor"
swap 300MB
/ 300MB
lusr 5,000MB
Ivar 3,000MB
tmp 500MB
/home
et "300M™ "partition type" swap

"FS™ FS "/, "/home"

g
IIQII
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2.1.12 "Choose Distributions" "Developer" Ports
"No" "Exit" "Choose Installation Media" CD/DVD
2.1.13 "User Confirmation Requested" "Last Chance!™ "Yes"
"ALT-F2"

"ALT-F1"
2.1.14 "Intel

EtherExpress Pro/100" 1Pv6 "No"

DHCP "No"
2.1.15 "Network Configuration™ Host: yebisu.beer.jp" Domain:

"beer_jp" IPv4 Gateway: '"192.168.0.1" Name server: '192.168.0.0" IP
Address: "192.168.0.0 " Netmask: '"255.255.255.0" (m
)
>> IPv4 Gateway Name server
DNS IP Address

/etc/rc.conf, /etc/resolv.conf

2.1.16 "fxpo" "Yes" "network
gateway" "No"

2.1.17 "inetd" "simple internet services" "Yes" "inetd"

“No™

2.1.18 ™anonymous FTP" "No" "NFS server", "NFS client"
"o

2.1.19 “default security profile" "Yes" "system security profile"”
"Medium" "/etc/rc.conf"

>> Security Profile

Medium

nfs_server *
sendmail YES
sshd YES
securelevel NO
Extreme

nfs_server NO
sendmail NO
sshd NO
securelevel YES (2)
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.23

.24

.25
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"system console setting"” "No" "time zone" "Yes" "UTC( )"
"No" "Asia" "Japan" "JST" "Yes"
"Linux binary compatibility" "No" "USB Mouse" "No"
"FreeBSD package collection” "No"
"initial user accounts™ "Yes" "Group™ Group name:
"hotei" "OoK" "User" Login 1D: ID Group: 'user"
Password: Full Name: Member groups:
"wheel™ Home directory: "/home/ ID" OK
"exit" "User Account™
"system manager®s password" 6 2
"Last option” "Yes"
"Exit" "X Exit Install”
"Yes" BI0OS CD-ROM CD-ROM
5



2.2

2.2.1
# /stand/sysinstall
Confiture -> User Management

2.2.2 root
Su root

% /usr/bin/su -

# - II$II II#II

2.2.3 [etc/resolv.conf
/etc/resolv.conf

DNS DNS 3
# vi /etc/resolv.conf
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wheel

#nameserver 192.168.0. a
nameserver  XXX.XXX.XXX.XXX
nameserver  XXX.XXX.XXX.XXX

host DNS
# host www. freebsd.org

2.2.4 i
Vi
#vi ~/.exrc

set showmode
set showmatch
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3.1 1 SDN
ISDN B 1 64kbps
1P
3.2 ADSL -
Mbps
3.3 CATV
CATV Mbps
PC
3.5 FTTH:
NTT 90

4 ADSL [Asymmetric Digital Subscriber Line]
5 FTTH [Fiber To The Home]
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[

Windows Macintosh(Mac 0S 9 ) UNIX
Gul  Ccul

/( )
/ root

/etc, /usr, /var, /home, /tmp

dmesg, ifconfig
/mnt

IIIIIIIII_h

>> CD-ROM

# mount /cdrom

>> CD-ROM

# umount /cdrom

>>

/mnt floppy
# mkdir /mnt/floppy

# mount -t msdos /dev/fd0 /mnt/floppy
/etc/fstab mount /mnt/floppy

/dev/fd0 /mnt/floppy msdos rw,noauto 00

m shell echo $SHELL sh, csh, tcsh, bash
m PATH echo $PATH /bin, /usr/bin, /usr/local/bin root PATH
u
# Istand/sysinstall
"Configure" "User Management"
useradd vipw

m rc.conf /etc/rc.conf /etc/defaults/rc.conf
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4.2

4.2.1

% Is
% Is -l
% Is -a
% Is -F
Is -la

pwd

cd

% cd /etc /etc
% cd ..

% cd ~

% cd -

less
% less apple.txt
apple.txt q
J Kk
ctri-f 1
/apple (enter): apple
?apple (enter): apple

cp
% cp melon.txt lemon.txt

melon.txt lemon.txt
% cp melon.txt /tmp/lemon.txt

melon.txt lemon.txt
% cp /tmp/melon.txt ./

/tmp melon._txt

% cp melon.txt ../lemon.txt

melon.txt lemon.txt
% cp -r mango/ /tmp/mango

mango

mv
% mv melon.txt /tmp/

% mv melon.txt lemon.txt
melon.txt
% mv mango/ /tmp/

mango

20041201
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ctrl-b 1

/tmp

/tmp

melon.txt /tmp

lemon.txt

/tmp



mkdir
% mkdir mango

mango

% mkdir /tmp/mango
/tmp mango
rm
% rm melon.txt
melon.txt
% rm -i aaa.txt
aaa.txt
% rm -r mango

chown

% chown apple melon.txt
melon.txt

% chown apple *

% chown apple mango
mango

% chown -R apple mango

mango
% chown apple:kobe melon.txt

melon.txt apple
chgrp
% chgrp kobe melon.txt

melon.txt

% chgrp kobe *

% chgrp kobe mango
mango

chmod

)

% chmod 444 apple.txt
-r--r--r-—-

% chmod 440 apple.txt
_r__r_____

% chmod 400 apple.txt
fm—mmm e

% chmod 644 apple.txt
-rW-r--r--

% chmod 755 orange.pl
-FWXr-Xr-x

20041201
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apple
apple

apple

kobe

kobe

kobe

kobe
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apple.txt

apple.txt

apple.txt

orange.pl
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apple

) 1

apple.txt
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history
% history 10

% history | grep vi
lIVill

find
% find /tmp/mango/ -name apple.txt -print

/tmp/mango apple._txt
% find /tmp/mango/ -name "*.txt" -print

/tmp/mango Ixt
date
% date
# date 200012231210
2000 12 23 12 10 (root
cal
% cal 1998 1998
% cal 8 2001
2001 8
ps
% ps ax
% ps ax | grep sshd
inetd
kill
% kill 239 1D239
% kill -HUP 3988
1D3988
top
q
man
% man less less
head, tail
% head apple.txt
apple.txt 10
% tail -n5 apple.txt
apple.txt 5
su super user, substitute user
% /usr/bin/ su -
root su "'su"
root
/usr/bin/su

20041201
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mount CD-ROM

# mount -t cd9660 /dev/cdOa /cdrom
CD-ROM

# mount /cdrom
/etc/fstab cdrom

umount CD-ROM
# umount /cdrom
/etc/fstab cdrom

gzip/gunzip /
% gunzip yebisu.tar.gz
yebisu.tar.gz

tar

% tar xvf yebisu.tar
yebisu.tar

% tar xv  fz yebisu.tar.gz
yebisu.tar.gz

fetch

(root )

(root )

% fetch ftp://ftp.sample.org/pub/latest/sample.tar.gz
ftp.sample.org sample.tar.gz

ping
% ping 192.168.0.1
1P
(127.0.0.1)
reboot (root )
shutdown (root

# shutdown -h now

# shutdonw -h +5
5
# shutdown -r +7
7

crontab cron

% crontab - cron
% crontab -e cron

20041201

1P(192.168.0.0 )
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ftp://ftp.sample.org/pub/latest/sample.tar.gz

4.2.2 crontab

(0-59)  (0-23)

)5 0 * ** /home/script/sample.sh

0 5 /home/script

)*/5 * * * * [home/script/sample.sh

5 /home/script

4.2.3 fTtp
ftp.freebsd.org

% ftp ftp.freebsd.org

Connected to ftp.freebsd.org.
Name (ftp.freebsd.org:user):

anonymous

anonymous

Guest login ok, send your complete e-mail address as password.

Password:

ftp > bin
200 Type set to .

ftp >asc
200 Type set to A.

"IS"

(1-31) (1-12) -7, 0
sample.sh
sample.sh
"ftp” "anonymous”

"we lcome”

ftp > get apache-1.3.20.tar.gz

ftp

20041201
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"Login failed.” "Is"
lICdIl
"ascii” "binary”
"ascii(asc)” “binary(bin)”
"get” apache-1.3.20.tar.gz
Ilbyell "ftp >II ftp

nqu i tn

13
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4.2.5

ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-stable/

# pkg_info
linux_base-7.1_7 The base set of packages needed in Linux mode
pgp-6.5.8_1 Public-Key encryption for the masses

# pkg_info pgp-6.5.8_1
# pkg_add pgp-6.5.8 1.tgz

# pkg_delete pgp-6.5.8 1.tgz

4.2.5 pgp

pgp
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-stable/security/

# pgp -ka public_key.asc

# pgp FreeBSD-SA-04:05.0penssl.asc

# pgp -kv

4.2.6 UNIX

UNIX <http://x68000.startshop.co.jp/~68user/unix/>
UNIX1 <http://www.tokaido.co.jp/syoko/>

20041201 14
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4.3 Vi

% vi apple.txt apple.txt vi

B esC
|
h
k
j
3l 3
5h 5

G
1G
23G 23

ctrl-f
ctrl-b

[
a
A

X
4x 4
dd

4dd 4

/apple (enter) apple
?apple (enter) apple

:%s/apple/orange/g
apple orange
:%s/apple/orangelc
apple orange y
n

q
q!
W
wq
zZ

:set showmode

set nu
set nonu

20041201 15
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5 DNS

5 - 1 B I ND 6<http://www.isc.org/products/BIND/>

5.1.1 BIND
>> BIND
/usr/local src BIND

# mkdir /usr/local/src
# cd /usr/local/src/
# tar xvfz tmp/ bind-9.2.4.tar.gz

#cd bind-9.24 |/
# ./configure

# make

# make install

5.1.2 named.conf

named.conf /etc /etc/namedb named.conf
localhost.zone(localhost ) localhost.rev(localhost ) beer.zone(beer.jp )
beer.rev(beer.jp ) /etc/namedb

# cd /etc/namedb
# mv named.conf named.conf.default

/etc/namedb bind
# chown bind:bind /etc/namedb

6 BIND [Berkeley Internet Name Daemon]

20041201 16
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# vi letc/named.conf

options {
directory "/etc/namedb";
pid-fi  le "/etc/namedb/named.pid "
allow-transfer { none; };
recursion yes;

h
zone"." {

type hint;

file "named.root";
h

zone "localhost" {
type master,
file "localhost.zone™;
3
zone "0.0.127.IN-ADDR.ARPA" {
type master;
file "localhost.rev";
3
zone "beer.jp" {
type master;
file "beer.zone";
3
zone "0.168.192.IN-ADDR.ARPA" {
type master;
file "beer.rev”;

# lusr/local/sbin/named-checkconf

5.1.3 localhost.zone
# vi letc/namedb/localhost.zone

:localhost.zone
$TTL 604800 ;Minimum 7 days

@ IN SOA ns.beer.jp. root.beer.jp. (
20041201 ;Serial
28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour

IN NS ns.beer.jp.

localhost. IN A 127.0.0.1

# lusr/local/sbin/named-checkzone localhost /etc/namedb/localhost.zone
zone localhost/IN: loaded serial 20041201
OK

20041201 17
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5.1.4 localhost.rev
# vi letc/namedb/localhost.rev

;localhost.rev

$TTL 604800 ;Minimum 7 days

@ IN SOA ns.beer.jp. root.beer.jp. (
20041201 ;Serial
28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour

IN NS ns.beer.jp.
1 IN PTR localhost.

5.1.5 beer.zone
# vi letc/namedb/beer.zone

;b eer.zone
$TTL 604800 ;Minimum 7 days
@ IN SOA ns.beer.jp. root.beer.jp. (
20041201 ;Serial
28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour
IN NS ns.beer.jp.
IN MX 10 ns
ns IN A 192.168.0. O
ftp IN CNAME ns
WWW IN CNAME ns
mail IN CNAME ns
tempest IN A 192.168.0.31

5.1.6 beer.rev
# vi letc/namedb/beer.rev

;beer.rev
$TTL 604800 ;Minimum 7 days
@ IN SOA ns.beer.jp. root.beer.jp. (
20041201 ;Serial
28800 ;Refresh 8 hours
1800 ;Retry 30 minutes
2592000 ;Expire 30 days
3600) ;Minimum 1 hour
IN NS ns.beer.jp.
IN PTR beer.jp.
IN A 255.255.255.0
O IN PTR ns.beer.jp.
31 IN PTR tempest.beer.jp.

20041201 18
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named. root /etc/namedb

5.1.7 named.root

ftp://rs.internic.net/domain/named.root

5.1.8 rndc.key

rndc /etc/rndc._key
named

# rndcontrol -s1-s2-s3-s4-s5-s6-s7-s8-s9-510

# lusr/local/sbin/rndc-confgen -a -k rndckey

# chown bind /etc/rndc.key
# chmod 400 /etc/rndc.key

5.1.9 named.conf
rndc rndc.key 4

# vi letc/named.conf

controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };
h

include "/etc/rndc.key";

5.1.10
named

# lusr/local/sbin/named -u bind -g

5.1.11
/etc/rc.conf 3 ( /etc/default/rc.conf)
# vi letc/rc.conf

named_program="/ustr/local/sbin/named"
named_enable="YES"
named_flags="-u bind"

5.1.12
bind
# lusr/local/sbin/named -u bind

5.1.13 resolv
/etc/resolv.conf IP #
# vi letc/resolv.conf

#nameserver 192.168.0. O <«
nameserver 192.168.0. O <

20041201 19
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5.1.14

host

localhost (localhost.zone)

# host localhost. -

localhost has address 127.0.0.1 -
localhost (localhost.rev)

# host 127.0.0.1 -

1.0.0.127.IN-ADDR.ARPA domain name pointer localhost.

beer.jp (beer.zone)
# host www.beer.jp . e
www.beer.jp has address 192.168.0. O

beer.jp (beer.rev)
# host 192.168.0. O -
0 .0.168.192.IN-ADDR.ARPA domain name pointer ns.beer.jp

mx (beer.zone)
# host -t mx beer.jp -
beer.jp mail is handled by 10 ns.beer.jp. -

(named.conf)
# host -| beer.jp -
Host beer.jp not found: 5(REFUSED) -
; Transfer failed.

www . Freebsd.org host

5.1.15

# lusr/local/sbin/rndc reload

5.1.16 BIND
# lusr/local/sbin/rndc status

20041201
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5.1.17

$TTL Time To Live
( )

SOA SOA(Start OF Authority)
NS NS(Name Server)
A A(Address) IP

CNAME CNAME(Canonical Name)

PTR PTR(Domain Name Pointer) IP
MX MX(Mail Exchanger)

Serial

Refresh

Retry Refresh

Expire

Min

20041201 21



6 Web Server

6.1 ApaChe <http://www.apache.org/>

6.1.1 Apache
/usr/local/src

# cd /usr/local/src/

# tar xvfz tmp/ httpd-2.0.52.tar.gz

# cd httpd-2.0.52/
# ./configure

# make

# make install

6.1.2
# cd /usr/local/apache?2/conf/

httpd.conf

# vi httpd.conf

#ServerName www.example.com:80
User nobody -
Group #-1 -

User www
Group www

AddDefaultCharset ISO-8859-1

ServerName www.beer.jp:80 -

—

—

Living with FreeBSD 1

http://ip address/manual

AddDefaultCharset off -
6.1.3
httpd.conf
# lusr/local/apache2/bin/apachectl configtest
Syntax OK - oK
6.1.4
# lusr/local/apache2/bin/apachectl start

1P

6.1.5 HTML
/usr/local/apache2/htdocs html httpd.conf
DocumentRoot

20041201
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6.1.6 CGI
CGl (/usr/local/apache2/cgi-bin/)
CGl CGl
# cd /usr/local/apache2/cgi-bin/
# chmod +x test-cqgi
test-cgi
http://  IP address /cgi-bin/test-cgi

>> cgi-bin printenv test-cgi cgi

6.1.7

/usr/local etc rc.d
# mkdir -p /usr/local/etc/rc.d

/usr/local/etc/rc.d apache
# cp /usr/local/apache?2/bin/apachectl lusr/local/etc/rc.d/apache.sh

6.1.8
httpd.conf
# lusr/local/apache2/bin/apachectl restart

6.1.9

# lusr/local/apache2/bin/apachectl stop

6.1.10 man

.cshrc apache man
# vi ~/.cshrc

# apache man path
if (5?MANPATH) then
setenv MANPATH "$MANPATH":/usr/local/apache2/man
else
setenv MANPATH /usr/local/apache2/man
endif

# source ~/.cshrc

6.1.11 MD5
MD5
# md5 /tmp/httpd-2.0.52.tar.gz
MD5 (/tmp/httpd-2.0.52.tar.gz) = eba528fa8613dc5bfb0615a69¢11f053

6.1.12
Japanized Apache <http://www.apache.or.jp/>

20041201 23
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7 FTP Server

7.1 ProFTPD 7 <nttp:mww.proftpd.org/>

7.1.1

# cd /usr/local/src/
# tar xvfz /tmp/proftpd-1.2.10.tar.gz
# cd proftpd-1.2.10/

# ./configure
# make
# make install

proftpd
# pw groupadd -n proftpd
# pw useradd -n proftpd -g proftpd -s /shin/nologin -d /nonexistent

7.1.2

anonymous
# cd /usr/localletc/
# cp proftpd.conf proftpd.conf.default
# vi proftpd.conf

Living with FreeBSD 1

ServerName "YEBISU FTP SERVER"

# Set the user and group that the server normally runs at.
User proftpd -
Group proftpd -

# Bar use of SITE CHMOD by default
<Limit SITE_CHMOD>

Allow from 127.0.0.1, 192.168.0. -

# DenyAll -

</Limit>

<Anonymous ~ftp> -

</Anonymous> #
7.1.3

proftpd.conf

# lusr/local/sbin/proftpd -t

Checking syntax of configuration file

Syntax check complete. - OK

7 FTP [File Transfer Protocol]

20041201
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7.1.4
/usr/local/etc/rc.d

# cd /usr/locall/etc/rc.d/
# vi proftpd.sh

Living with FreeBSD i

#!/bin/sh
echo -n 'proftpd starting.'
lusr/local/sbin/proftpd &

# chmod +x proftpd.sh

7.1.5 PAM
PAM
#vi /etc/pam.conf
ftp auth required pam_unix.so
ftp account required pam_unix.so
ftp session required pam_permit.so

try first pass
try first pass

7.1.6

# lusr/local/etc/rc.d/proftpd.sh

7.1.7
# ftp 127.0.0.1
ftp Windows

FFFTP LIST

7.1.8 chroot
proftpd

# vi lusr/local/etc/proftpd.conf

FTP

#DefaultRoot ~ #

7.1.9 FTP
/etc/ftpusers
FTP

# awk -F: { print $1 }' /etc/passwd | sort > /etc/ftpusers

7.1.10 Windows FTP
FFFTP
http://www.vector.co.jp/soft/win95/net/se061839.html

20041201
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Mail Server

8.1 qmai | <http://cr.yp.to/gmail.html>

8.1.1 gmail
gmail
# mkdir /var/gmail

# pw groupadd nofiles

# pw useradd alias -g nofiles -d /var/gmail/alias -s /shin/nologin
# pw useradd gmaild -g nofiles -d /var/gmail -s /sbin/nologin

# pw useradd gmaill -g nofiles -d /var/gmail -s /sbin/nologin

# pw useradd gmailp -g nofiles -d /var/gmail -s /sbin/nologin

# pw groupadd gmail

# pw useradd gmailq -g gmail -d /var/gmail -s /sbin/nologin

# pw useradd gmailr -g gmail -d /var/gmail -s /shin/nologin

# pw useradd gmails -g gmail -d /var/gmail -s /sbin/nologin

# cd /usr/local/src/
# tar xvfz /tmp/gmail-1.03.tar.gz
# cd gmail-1.03/

# make setup check
# ./config-fast yebisu.beer.jp
>> "yebisu.beer.jp"

8.1.2

gmail alias

# touch ~alias/.qgmail-postmaster

# touch ~alias/.gmail-mailer-daemon
# touch ~alias/.gmail-root

# chmod 644 ~alias/.gmail-*

# cp /var/gmail/boot/home /var/gmail/rc

# vi Ivar/gmail/rc
exec env - PATH="/var/qmail/bin:$PATH" \
gmail-start ./Mailbox splogger gmail
gmail-start ./Maildir/ splogger gmail

Living with FreeBSD 1
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8.1.3 root
root
# vi ~alias/.gmail-root

melon ~ melon

8.1.4

% /var/gmail/bin/maildirmake ~/Maildir
/usr/bin/su - root

root
#sU -
exit root

8.1.5 skel
skel Maildir Maildir

# Ivar/gmail/bin/maildirmake /usr/share/skel/Maildir

8.1.6 sendmail
sendmail
# vi letc/rc.conf

sendmail_enable="YES"
sendmail_enable="NONE"

sendmail
# ps ax | grep sendmail
# kill PID

sendmail

# rm /usr/sbin/sendmail

# chmod 0 /usr/sbin/mailwrapper

# chmod 0 /usr/libexec/mail.local

# chmod 0 /usr/libexec/sendmail/sendmail

# vi letc/mail/mailer.conf

#sendmail lusr/libexec/sendmail/sendmail
#send-mail lusr/libexec/sendmail/sendmail
#mailq lusr/libexec/sendmail/sendmail

#newaliases /usr/libexec/sendmail/sendmail
#hoststat lusr/libexec/sendmail/sendmail

#purgestat  /usr/libexec/sendmail/sendmail -
sendmail /var/gmail/bin/sendmail <3
send-mail Ivar/gmail/bin/sendmail

mailq /var/gmail/bin/gmail-qread
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8.1.6

/usr/local/etc/rc.d gmail.sh
#!/bin/csh

echo -n 'gmail starting.’
csh -cf '/var/gmail/rc &'

# chmod +x gmail.sh
gmail

8.1.7

# lusr/local/etc/rc.d/gmail.sh

# ps ax | grep gmail
2233 p0 S  0:00.02 gmail-send
2234 p0 S  0:00.00 splogger gmail
2235 p0 S  0:00.00 gmail-Ispawn ./Mai [dir/
2236 p0 S  0:00.00 gmail-rspawn
2237 p0 S  0:00.00 gmail-clean

8.1.8 sendmail

gmail sendmail "sendmail wrapper™
mail gmail

# In -s /var/gmail/bin/sendmail /usr/sbin/sendmail

mail
# mail user
Subject: test -
test mail -
/home/user/Maildir/new root
8.1.9 man
.cshrc gmail man
# vi ~/.cshrc
if (5?MANPATH) then
setenv MANPATH "$MANPATH":/var/gmail/man
else
setenv MANPATH /var/gmail/man
endif
# source ~/.cshrc -
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8.1.11 Localtime Patch
make setup check gmail
+9 JST( )
ftp://ftp.nic.net.au/pub/unix/mail/gmail/gmail-date-localtime.patch

# patch < /tmp/gmail-date-localtime.patch

8.1.12
gmail japan <http://www.jp.qmail.org/>
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ftp://ftp.nlc.net.au/pub/unix/mail/qmail/qmail-date-localtime.patch

8.2 SMTP s

8.2.1 tcpserver

gmail-smtpd tcpserver
http://cr.yp.to/ucspi-tcp.html

# cd /usr/local/src/

# tar xvfz /tmp/ucspi-tcp-0.88.tar.gz
# cd ucspi-tcp-0.88/

# make

# make setup check

# mkdir /etc/tcpserver

8.2.2 SMTP
smtpd_rules

# cd /etc/tcpserver
# vi smtpd_rules
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"192.168.0."

127.0.0.1:allow,RELAYCLIENT=""
192.168.0.:allow,RELAYCLIENT=""
:allow

192.168.0.5
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5:allow,RELAYCLIENT=""
:allow

192.168.0.5 192.168.0.8
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5:allow,RELAYCLIENT=""
192.168.0.8:allow,RELAYCLIENT=""
:allow

192.168.0.5 192.168.0.10
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.5-10:allow,RELAYCLIENT=""
:allow

192.168.0.
127.0.0.1:allow,RELAYCLIENT=""
192.168.0.:allow,RELAYCLIENT=""
:allow

8 SMTP [Simple Mail Transfer Protocol]
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8.2.3 (DB
tcpserver
# lusr/local/bin/tcprules smtpd_rules.cdb smtpd_rules.tmp < smtpd_rules

8.2.3
/usr/local/etc/rc.d tcpserver_smtpd.sh
Uid GID

gmaild UID nofiles GID
# cat /etc/passwd ~UID
# cat /etc/group ~GID

#vi  lusr/local/etc/rc.d/tcpserver_smtpd.sh

#!/bin/sh

echo -n ‘gmail-smtpd starting."'

lusr/local/bin/tcpserver -x -

/et cltcpserver/smtpd_rules.cdb -v -u UID-g GID Osmtp
Ivar/gmail/bin/gmail-smtpd 2>&1 |

/var/gmail/bin/splogger smtpd 3 & -

# chmod +x /usr/local/etc/rc.d/tcpserver_smtpd.sh

8.2.4
# lusr/local/etc/rc.d/tcpserver_smtpd.sh
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8.3 POP:

8.3.1 POP
checkpassword
<http://cr.yp.to/checkpwd.html >

8.3.2 checkpassword

# cd /usr/local/src/
# tar xvfz /tmp/checkpassword-0.90.tar.gz

# cd checkpassword-0.90/
# make
# make setup check

8.3.3 checkpassword
tcpserver gmai l-popup
# cd /etc/tcpserver/

# vi pop3d_rules

127.0.0.1:allow
192.168.0.:allow ~ POP
.deny
8.3.4 CDB
tcpserver

# lusr/local/bin/tcprules pop3d_rules.cdb pop3d_rules.tmp < pop3d_rules

8.3.5

/usr/local/etc/rc.d tcpserver_pop3d.sh
"yebisu.beer.jp"

# vi lusr/local/etc/rc.d/tcpserver_pop3d.sh

#!/bin/sh

echo -n ‘gmail-pop3d starting.'

lusr/local/bin/tcpserver -x -
letcltcpserver/pop3d_rules.cdb 0 pop3 /var/gmail/bin/gmail-popup
yebisu.beer.jp /bin/checkpassword /var/gmail/bin/gmail-pop3d

Maildir 2>&1 | /var/gmail/bin/splogger pop3d 3 & -

# chmod +x /usr/local/etc/rc.d/tcpserver_pop3d.sh

8.3.6
smtp pop
gmail /var/log/maillog
# lusr/local/etc/rc.d/tcpserver_pop3d.sh

° POP [Post Office Protocol]
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8.4 APOP

8.4.1 APOP
checkpw
<http://checkpw.sourceforge.net/checkpw/ >

8.4.2 checkpw
/bin

# cd /usr/local/src/

# tar xvfz /tmp/checkpw-1.01.tar.gz
# cd chckpw-1.01/

# make

# make setup check

8.4.3 checkpw
~/Maildir/.password

% vi ~/Maildir/.password
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checkpw checkapoppw

password

% chmod 600 ~/Maildir/.password

8.4.4

/usr/local/etc/rc.d tcpserver_apop3d.sh
"yebisu.beer.jp"

# vi lusr/local/etc/rc.d/tcpserver_apop3d.sh

#!/bin/sh

echo -n ‘gmail-apop starting.’
lusr/local/bin/tcpserver -x -
letcltcpserver/pop3d_rules.cdb 0 pop3

/var/gmail/bin/splogger apop 3 &

Ivar/gmail/bin/gmail-popup yebisu.beer.jp /bin/checkapoppw
Ivar/gmail/bin/gmail-pop 3d Maildir 2>&1 |

# chmod +x /usr/local/etc/rc.d/tcpserver_apop3d.sh

8.4.5
pop3d

# lusr/local/etc/rc.d/tcpserver_apop3d.sh

8.4.6 POP APOP
pop  apop

#cd Jusr/localletc/rc.d/
#mv tcpserver_apop3d.sh _ tcpserver_apop3d.sh

10 APOP [Authenticated POP]
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2 ATTN: Immediate attention required (Citi.com) 1
ATTN: Confidentialy For Citibank Customers!
http://xxx_.xxx.34.242/confirm/
XXX

ITPro 2004.08.27
<http://itpro.nikkeibp.co.jp/>
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9.2

9.2.1

9.2.2

9.2.3
60-80%

9.2.4 ?

Linux FreeBSD ( )

9.2.5

9.2.6 ?
9.2.7

9.2.8
DoS (Denial of Service) DDoS (Distributed Denial of Service)

9.2.9
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9.2.10

9.2.11

9.2.12

9.3

9.3.1

9.3.2

9.3.3 ?

(root, user)

PC
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9.3.4 ”?

9.3.5

9.3.6

>>

apple 1, orange, KimuraTakuya
0228, 19620422

abc, xyz, fun
Computer, NASA, Dream
Toro, Momo
0312345678
>>
8
IBM33Compaqg (I1BM Compaq )
Abnskna- (" ", "Arekara
Bokutachiwa Nanikawo Shinjite Koretaka NA-'")
9.3.7
9.3.8
9.3.9
9.3.10
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9.4

9.4.1
9.4.2

9.4.3 PGP u
UNIX, Windows, Mac

9.4.4 PGP

9.5

9.5.1

9.5.2

9.5.3
9.5.4

9.5.5

11 pGP [Pretty Good Privacy] http://www.pgpi.org/
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9.5.6
9.5.7
9.5.8

9.5.9

>>
0S 0S

>>

>>

9.5.10
(MO, DAT, CD-R/RW )

9.5.11
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9.6

9.6.1

CERT/CC

http://www.cert.org/

CERT/CC (Computer Emergency Response Team, Coordination Center) 1988 12 DARPA

(the Defense Advanced Research Projects Agency, part of the U.S. Department of Defense)
10%

JPCERT/CC
http://www.jpcert.or.jp/

@police
http://www.cyberpolice.go.jp/

CERT Advisory ( )
http://www.lac.co.jp/security/information/CERT/

IPA
http://www.ipa.go.jp/security/

ATTRITION Web Page Hack Mirror
http://www.attrition.org/mirror/

http://www.microsoft.com/japan/technet/security/current.asp

FreeBSD Security Information
http://www.freebsd.org/ja/security/

Linux
http://www.linux.or.jp/security/

Sun Microsystems Sunsolve
http://sunsolve.sun.com/

9.6.2 Windows SSH
Windows SSH PuTTY "putty.exe"

http://www.chiark.greenend.org.uk/~sgtatham/putty/

9.6.3 Macintosh SSH
Macintosh SSH MacSSH

http://www.macssh.com/
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10 FreeBSD

10.1 URL
FreeBSD <http://www.freebsd.org/>
FreeBSD Japan <http://www.jp.freebsd.org/>

FreeBSD
FTP <ftp://ftp.jp.FreeBSD.org/pub/FreeBSD/>
<http://www.plathome.co.jp/>

11.2

FreeBSD

ISBN4-8399-0223-2
ISBN4-7973-0552-5
gmail Richard Blum,
ISBN4-7561-4001-7
UNIX
ISBN4-7741-0508-2

11.3

FreeBSD Express

FreeBSD PRESS
BSD magazine http://www.ascii.co.jp/BSDmag/
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